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Third Party Risk Solution



Changing landscape across the world



Exponential Risk we help address

Firmographics Financial Risk Regulatory Risk Reputational Risk Investment Risk Cyber Risk Operational Risk

Can we verify and 

enhance the 

information given 

by the client?

What is the client’s 

financial condition?

How is a supplier’s 

financial condition 

trending?

Can we source & 

spread financials?

What is a client’s 

risk for key 

compliance areas?

With constant 

monitoring, what is 

a client's 

significant risk?

Is there risk in 

assets I want to 

invest or acquire?

What is the cyber 

security 

performance of my 

clients?

Which of our 

critical clients are 

at risk of 

deteriorating 

performance for 

quality, cost and 

delivery times? 
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Data supporting risk factors in profiling of third party in risk management



Scanning Events from OSINT for Black Swan Events
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Tracking potential sudden geopolitical risk events by regions

Middle East Conflict



Importance of third-party risk management
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Over US$300 million’s worth of Volkswagen, Audi, and Porsche cars are held up at a US 
port due to violation of using banned parts.

The US has issued bans on imports from Xinjiang or 
goods mined, manufactured, or produced by an 
entity on the Uyghur Forced Labor Prevention Act 
Entity List. This order is issued under 19 U.S.C. 1307

One of Volkswagen’s downstream indirect suppliers 
sourced a subcomponent from the banned region.

This violation incident can 
cost potentially millions 
from:

→ Additional shipping, 
operation and fuel 
costs

→ Fines for violation

→ Lawsuits from clients 
over delays

It is important to have holistic 
view of all third-party risks 
within your supply chain 
network in manufacturing:

→ Sanctions

→ Reputational

→ Financial

→ Operational



Export Controls - Predictive Insights to Risk
High country risk prior to sanctions risk

Pre-emptive insights to risk: 

Insights into potential risk

o High-risk nationality associated 

with the entity

o Indicative precursor to sanctions 

or export control

o Source alternative suppliers 



To understand holistically the potential risk of source of oil products

Case Study 1 – Source with Russian Hidden Links – Challenges with downstream export regulations



Governance, Risk and Compliance 

in the corporate sector

Case Study 2 – Indonesian Company Potential With Hidden Risk

Potential Russian Government Proxy Control
Indonesian Company 
under Foreign 
Sanctioned SOE PEP

Potential Foreign 
Government Proxy 
Control



Global Expectations

• Global Transparency Standards: In mature financial markets, governance transparency 
is an expected norm for public listed companies and regulatory bodies are expected to 
enforce the governance and transparency.

• Institutional Investor Confidence: Meeting international criteria signals to global funds 
that there is a mitigation of price manipulation risks, making the corporate landscape a 
safer destination for high-quality capital.

• Benchmarking Regulatory Maturity: Expected new reforms will demonstrate that 
emerging markets must adopt standardised disclosure frameworks to maintain inclusion 
in global indices and remain competitive in the international arena.

Meeting standards required for governance and compliance



Third-Party Risk 
Program

Process Problem Statement Solution 

3rd Party Risk Assessment
Where and what are the risk 

the business face?

Risk factors around entities 

e.g. Sanctions, export control

Develop Risk Policies
What are the processes we 

need to follow?

Develop a step-by-step from 

onboarding to off-boarding

Appoint Management Over-

sight

Who has the authority to 

approve and enforce the 

policies?

Appoint a champion who 

answers directly to the board 

or owner

Quantifiable Due Diligence How do we measure the risk?

Threshold for risk 

categorisation: high， medium, 

low 

Control 
How do we investigate the 

risk?

Readily available information 

for investigation with audit 

trail

Report 
What are the supplier risk 

assessment to report?

Develop specific risk factors 

tailored to your operations

Training & Awareness Do we know what to do?
Understanding the process 

and policy

Monitor
How do we continue to 

monitor the risk?

Continuous tracking of 

changes in risk and training 



“If it is not documented, then you 

have not done the work .”
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The Operational Challenge

➢ Manual input of entity names in screening tool

➢ No active monitoring when new risk appears  

➢ Lack of visibility in corporate ownership structure 

➢ Financial assessment not in current workflow

➢ Risk assessment workflow is separated from supplier 

onboarding workflow



Process Flow

1.Acquire

2.Onboard

3.Monitor

4.Review

5.Refresh

6.Offboard

1. Acquire
Collect third-party information 
required 

2. Onboard
Assess risk, execute due diligence and
decide

3. Monitoring
Monitoring of supplier data

4. Review
Reassess risk, implement new policies

5. Refresh
Remediate data gaps (lack of/expiry), decide 
next steps

6. Offboard
Perform tasks to terminate the 3rd party 
lifecycle

A Risk-Based Approach to 3rd Party Compliance

Defined Risk 
Policy



Making a 
Policy 
Operational

1. Regulatory Compliance:                                                                                                                            
Ensures adherence to KYC/S 
requirements, best practices, and GDPR 
regulations concerning personal data 
protection.

2. Efficient Data Collection:                                                                                                                            
Integrates business data, risk screening, 
into a single portal, enhancing 
information quality while reducing the 
need for manual data entry

3. Automated Risk Assessment:                                                                                                                            
Facilitates automated evaluations to 
efficiently triage cases, saving time and 
effort by not requiring the same level of 
scrutiny for every case.

4. Audit and Reporting: Provides 
detailed, timestamped logs of all due 
diligence activities, serving as evidence 
for regulatory compliance.



While we have identified the initial 

risk parameters that matters now, 

risk is evolving and different 

parameters could be important for 

your organization down the road.

Our solution is highly scalable and 

comes off the shelf with our risk 

parameters you can use as part of 

your analysis

Cyber Risk

→ A measure of an org’s 

security performance 

their level of 

cybersecurity risk. 

Covering 6.5 mil 

companies globlly.

Modern Slavery Risk Score

→ Enables complex due 

diligence in a cost-

effective way

→ Provides one risk score 

with multi-level 

breakdown

Shell Company Flag

→ Reveal hidden risk by 

utilizing data analytics

→ 7 risk parameters 

• Financial anomalies

• Dormancy

• Outlier age of 

directors

• Mass registration

• Jurisdictional risk

• Circular ownership

• Directorships

Enhancing your 
risk parameters
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Multi-tier Supply Chain Relationships
Mapping Events, Locations, Suppliers & Products in One View

Drilldown into individual supplier’s tiered supply chains

Identify & monitor critical supply chains under stress



Automated unified risk platform overview

Foundational Screening

Moody’s For Compliance Platform

Smart policy Risk engine Case management Communicate

Sanctions, PEPs, and adverse media

Detailed review and AI-powered alerts
Entity info & corporate structures 

(incl. UBO)

Live registry data and documents

Risk Insights

Integration hub

Risk indicators by Moody’s

Reporting & Analytics

Tailor workflows with 

automated checks

Configure and automate 

risk-based decisioning

Collaborate across teams 

on tasks and tissues

Request and collect any 

missing or additional data
Configure and automate 

risk-based decisions

Leverage our extensive 

database on companies, Orbis

Get precise results on identifying 

people and entities

Gain a broad view of risk across credit, ESG, 

cyber, shell companies, and more

Access real-time data and documents 

from government registers

Screen against a powerful set of 

risk data and profiles from Grid  
Integrate other key partners into 

critical workflows
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Powered by Moody’s leading, global 

data and analytics, creates shared 

risk intelligence to provide a unified 

view of an entity to help accelerate 

strategic decision-making and 

unlock new opportunities.

www.maxsight.com

Moody’s For Compliance
 Platform



Operational 
Efficiency

• Reduce manual tasks

• Minimize data entry 

errors

• Auditable 

documentation 

collection

Automated 

Form for 

data 

collection 

and self 

declaration

Links to 

data 

registry 

without the 

need to 

buy 

individual 

reports



Automating 
Risk Based 
Approach

• Translate risk policy into 

a workflow

• Predetermined risk 

factors

• Create high-value work

Automated 

business 

process 

following 

risk policy

Risk 

dashboard 

for quick 

decision 

making



Portfolio 
Management

• Monitor changes in 

risk of portfolio

• Make timely 

decision

• Maximize ROI

Monitors 

risk real 

time



Auditable 
Decision Trail

• Always provide 

accountability 

• Must be auditable

• Bullet-proof your 

organization



See slide 5 for instructions on how to update footer 24

Future Proofing through 

GenAI



Generic vs Specialized Gen AI Solutions
For business decisions, specialized and transparent solutions are essential

Prioritization

02

Monitoring

04

Understand

01

Decide

03

Which suppliers in my supply 

chain have operations in the 

Middle East?

⦁ Access the latest information

⦁ Analyse economic environment 

and latest developments

⦁ Adverse media monitoring

⦁ Cross-border operational risk 

assessment

Q
u
es

ti
o
n

R
es

p
o

n
se

 E
le

m
en

ts

Prioritize mitigation strategies for 

the high-risk suppliers identified 

through dynamic risk assessment

⦁ Access to company data, their 

firmographics and financials

⦁ Latest news and developments for 

the companies

⦁ Screening against sanctions list, PEP 

and other regulatory requirements

⦁ Simulation of supply chain 

disruptions

Write a comprehensive EDD 

report on company X

⦁ Company description, 

shareholders, company structure

⦁ Sector outlook, positioning, peers

⦁ Country Risk, Geopolitical 

Tensions 

⦁ Financial analysis, credit 

assessment and rating

Are there any warning signals for 

company X

⦁ Macro and sector signals

⦁ Financial and credit risk signals

⦁ News sentiment

⦁ Operational Signals

⦁ Compliance Risk – sanctions 

violations, ESG non-conformities 

(e.g. Korea’s Green New Deal 

regulations)

Trusted Data Embedded Expertise Quality Assurance Auditable Process
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Client & Counterparty Due Diligence
Increase investigative depth and uncover hidden risks

4
Actionable Reporting & 

Continuous Monitoring: 

produce CDD report with the 

identified risk profiles enhancing 

speed and quality of targeted 

customers 

3 Contextual Risk Scoring: 

summarizes findings and assigns 

contextualized scores based on 

regulatory, geographic and other 

risk factors

1 Automated Data Aggregation: 

collect comprehensive 

firmographic, financial and other 

information immediately

Entity Profile

Entity info & corporate structures 

(incl. UBO)

Documents & data from government 

registries

Workflow & Data Orchestration

Configurable AI Tooling Multi-Agents RAG

Regulatory

PEPs and adverse media

Sanctions exposure

Sanctions 

Compliance

Third Party 

Risk Management

Investigations 

and

Intelligence

Monitoring
Know Your Customer

and

Know Your Business

Enhanced Risks

Director profiles

Shell Company Indicators

Cyber & ESG profilesFinancial health and default risks Country Risks (CPI, FATF, Moodys)

Foundational Regulatory Risks Insights

I II III

2
Dynamic risk screening: 

automatically flag anomalies, risk 

detection, and hidden risks or 

suspicious activities

Compared to 5-10 business days per report from existing service providers

Confidential – For Intended Recipient Only 26
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Risk Assessment  - Key Indicators
Summarised key findings

Sanctions Risk

Organised Crime Risk

Enforcement Risk

Money Laundering Risk

Fraud Risk

Modern Slavery Risk

Shell Company Risk
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Suspicious Activities

Risk of Intra-group transaction



Thank you
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Moody’s vast data estate, enhanced by third-party data 
integrations powers Moody’s For Compliance

We also offer 25+ 

integrations from

leading data 

providers on:

→ Electronic ID

→ Document Verification

→ Fraud Checks

→ Company Data

→ and more…

Bespoke third-party integrations 

are also available upon request.

Our extensive datasets can help you make confident 

risk assessment decisions more efficiently.

Adverse Media & News

Credit risk

Company Financials

ESG

Cybersecurity

Firmographics

Politically Exposed Persons (PEPs)

Sanctions & Watchlists

Shell Company Risk

Corporate Structure & UBO

Access a wide array of data types to help you navigate your most difficult business challenges. 

Fraud indicators

Climate Risk

https://www.moodys.com/web/en/us/capabilities/company-reference-data/data-types.html


Our extensive entity data

Recognized primary source

Data directly from commercial registers from 

over 200 jurisdictions

True copy

Structured data and official documents are 

not altered, facilitating AMLD qualification

Time-stamped

Entity information is consistently updated and 

retrieved with each request.

Powerful comparable data

Data from more than 170 sources,

standardized and comparable

A holistic view

Covering firmographic, financial details, 

hierarchies & ownership, and directors

Extensive ownership structures

A robust view into corporate and beneficial 

ownership structures

620M+
Entities
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87M+

North 

America

74M+

Central 

& South 

America

150M+

Europe

167M+

Asia

36M+

Oceania

32M+

Middle 

East & 

Africa

Optional
REMOVE  BOX BEFORE PRESENTING TO  CUSTOMER 
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curated risk profiles; 1 

per individual or entity 25M+
as submissions go through the 

multiple stages of filtering and review
100 to 1

100 enquires are 

submitted

91 are systematically ‘no 

matched’ through name 

matching technology

8 are eliminated through 

false positive review

1 alert for 

decisioning 

We provide a curated,  

risk-relevant profile, 

minimizing false 

positives, drawing on 

the deepest risk data 

without the noise
Illustrative example:

Screening for Risk

Sanctions
Politically 

exposed persons
Adverse media

Integrated AI financial crime screening

Collaborating in real time within a client environment to 

connect internal anomaly detection and external risk 

relevant insights for a single view of counterparty risk.



Global Risk Coverage

Risk-Based Process
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GRID – Screening Prioritisation

Can Exclude by Age of 
Event

Sample Risk Stages
(e.g., Accuse, Charged, 

Convicted, …)
Risk Event Types

(e.g., Bribery, Money 
Laundering, Murder, …)

Additional Filters



620+M 97% 84%
Companies and entities 

covered in our database

Of the Fortune 100 are 

Moody’s customers

Of survey respondents 

view us as a trusted 

innovation partner 

Our company reference data can help you find, 

analyze, and compare companies across the 

globe for better decision making.

We provide comprehensive perspectives on 

risk to our diverse base of more than 15,000 

customers, including 97% of the Fortune 100.

We are a leading provider of integrated risk 

with innovative technologies, robust data and 

insights, and diverse expertise. 

Why Moody’s? 

Note: Figures as of March and June 2024.

3 teams 3 years
To support your Moody’s 

journey

Of consecutively winning 

Chartis RiskTech100 #1

Access our excellent Solutions Delivery, 

Client Service and Customer Success teams 

when you select Moody’s as your risk 

management partner.

Moody’s won several awards in 2024, 

including Global BankTech Awards - Best 

Client Lifecycle Management Solution and 

Inside Market & Inside Reference Data 

Awards - Data Provider of the Year
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